
“There has been much debate in recent years about the balance between principles 
and rules when regulation is framed. Software development and testing are complex 
activities that do not lend themselves to fixed rules or prescriptive ‘best practice’.

If stakeholders are to be confident that testers will provide value then perhaps we 
need clear principles against which testing can be evaluated. Testing lacks principles 
intended to guide and shape behaviour. I will show how this has contributed to some 
of the confusion and disagreement arising from ISO 29119 and the Stop29119 
campaign. I will also argue that we can learn from the “rules based versus principles 
based” debate and I will initiate a discussion about what form principles might take 
for testing, and where we should look for sources for these principles.”
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There is a great deal of confusion about principles, rules and standards. First, there 
shouldn’t be a binary choice between rules and principles. It’s not a matter of 
principles = good and rules = bad. I’ll come back to that. Nor is it a matter of 
principles being inviolable and rules being made to be broken. Roosevelt made an 
important point, but it’s not quite as simple as that.

There is confusion about where standards fit in. Legal theorists tend to think of 
standards as being at the same level of abstraction as principles. That fits in with the 
approach many professional bodies have taken to their professional standards; 
they’re principles driven. 
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An example of an area where rigid rules can be unhelpful is “incentives” offered by 
suppliers.

I’ve seen rules that forbade cash gifts, or any gift that could be resold, but which 
didn’t prevent extravagant hospitality and golf trips.

Once you try to specify everything that is unacceptable you create an opportunity for 
people to exploit the rule.
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Motoring law is a mixture of principles and rules.

Serious driving offences are principles based, eg “dangerous driving”, “careless 
driving”. The law doesn’t spell out in detail what is illegal or what is permitted.

However, there are rigid laws. Eg the need to have a driving licence and insure the 
vehicle.

There are also laws that appear rigid but which have a degree of flexibility in 
application, eg speed limits.
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Unfortunately, ISO have defined ISO 29119 at a much more detailed, specific level 
than principles. It’s equivalent to rules. And that is how people are starting to use 
them. They pick up on the standard and apply them as a set of rules that will help 
them do good rather than bad testing. I think they are encouraged to do so by the 
status of 29119 as a standard. People assume that it is a statement of the basics of 
the practice of the profession, similar to the standards for internal auditing that I’ll 
talk about later. But ISO 29119 and IIA standards are operating at quite different 
levels and trying to do different things. 

Bodies like the IIA and the accountancy profession have avoided traps that we’ve 
fallen into in testing by thinking through the distinction between principles and rules, 
and how standards should fit in. Other professions have guiding principles, a clear 
idea of their purpose. Testing does not. ISO 29119 certainly doesn’t offer such guiding 
principles. It isn’t clear about the purpose of testing, or even its own purpose.
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The highlighted text is relevant to the problem I mentioned of managers taking 
extravagant hospitality from suppliers.
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Attribute standards – 1nnn. These state how auditors & audit departments must act

Performance standards – 2nnn. These state how audits must be performed.
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Must is an “unconditional requirement”.

“2300 – Performing the Engagement” provides a neat contrast to testing. It sets a 
benchmark for what auditors have to do.

Sufficient, reliable, relevant and useful are all defined briefly.
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This is strikingly similar to FDA guidance about evidence required from testing. 
Evidence must lead anyone to the same conclusion.

See next slide.
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This slide is lifted straight from a tutorial I give for testers who have to work with 
auditors.
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Back to the IIA standards. Relevant and useful are similar concepts, but their distinct 
meaning is explained here.

We’ve nothing like this in testing. In particular, ISO 29119 doesn’t try to offer this sort 
of guidance.
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This is the part of the standard governing audit reports.

It is brief, clear and very demanding. You cannot fake an audit report by throwing 
figures at a template!
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Chartered accountants in Scotland and also in England/Wales have moved towards a 
clearer understanding of the need to rely more in principles than rules.
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Point 5 is interesting. It’s basically saying the UK wasn’t any worse than the USA.

You can certainly make a valid accusation that the accountancy profession in the UK 
did a lousy job. 

Principles don’t guarantee a good outcome. However, the accountancy profession in 
the UK can be held accountable for failing to live up to its principles.

With rules that accountability is often missing. People can comply with the letter of 
the rule, and defeat the ends towards which the rule was directed. They then go scot-
free.

29



30



Not a guide to action.

ISO 29119 offers some “concepts” that don’t provide a useful guide to practice.

Does not represent the practice of testing.

The debate is hindered by ISO 29119 exercising strict copyright control.
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In contrast to the stringent requirements for internal audit reporting the ISO 29119 
test completion report templates are all about the format, not the substance.

I can’t show the part of the standard for test completion reports, but it is woefully 
inadequate. The template encourages test managers to throw some metrics at the 
stakeholders without demanding that they provide valuable information.
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It mustn’t be a binary question of principles or rules.

It has to be a matter of blending principles and rules in a way that works for the 
context.

I’m going to draw on the work of John Braithwaite, an important regulatory theorist 
(Australian).

Just search for his name, along with rules and principles.
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The arithmetical rule for the order of operations is simple and fixed.

That approach doesn’t work for complex problems where we have to experiment 
using principles to guide us.

The problem faced by the crew and ground engineers in Apollo 13 was such a 
problem.

There were no rules to guide the engineers. They had to rely on skill, experience and 
an understanding of engineering principles.
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Clip from Apollo 13.
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If the problem is stable then rules work. Mechanical engineering is more likely to be 
suitable for rules.

Managing an ecosystem (eg a rainforest) is more likely to require principles because 
the problem is in a state of constant flux.

The illustration for stability is a bit meta. It’s a diagram about designing aircraft to be 
stable in flight. Stability is a fairly stable problem.

Aircraft designers follow well understood engineering rules.
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Rules work when there is nothing much at stake.

If there is serious money people will game fixed rules, exploiting loopholes and 
complying with the rules in creative ways that get round the spirit (ie what should 
have been an underlying, guiding principle).
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Braithwaite developed his ideas from looking at how regulation of mines worked 
most effectively. 

There had to be clear, overarching principles, but the fixed rules had to be developed 
locally, taking account of the local geology and conditions.

The local rules are consistent with the principles and interpret them, but they’re not 
interchangeable with other sites.
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You don’t get the best outcome by dictating principles and rules from the centre and 
laying them down as diktat. 

We need to talk!
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We need to talk!
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